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Many critical embedded systems which have very high reliability requirements operate in real time. 
Considering the significance of their applications, design of highly reliable software is a very important 
research area. In the development of reliable ... 
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Software systems dealing with distributed applications in changing environments normally require human 
supervision to continue operation in all conditions. These (re-)configuring, troubleshooting, and in general 
maintenance tasks lead to costly and time-consuming ... 
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Recently, there is a growing interest in the research community to employ tamper-resistant processors for 
software protection. Many of these proposed systems rely on a specially tailored secure processor to prevent 
1) Illegal software duplication, 2) ... 
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Recently there is a growing effort in both the architecture and the security community to create a hardware 
solution for authenticating system memory. As shown in the previous work, hardware- based memory 
authentication will become a vital component for ... 
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This article describes four case studies in which requirements for new flight software subsystems on NASA's 
Space Shuttle were analyzed using mechanically supported formal methods. Three of the studies used 
standard formal specification and verification ... 
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<i> Recently, there is a growing interest in the research community to use tamper-resistant processors for 
software copy protection. Many of these tamper-resistant systems rely on a specially tailored secure 
processor to prevent, 1) illegal software ... 
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Current software attacks often build on exploits that subvert machine-code execution. The enforcement of a 
basic safety property, control-flow integrity (CFI), can prevent such attacks from arbitrarily controlling 
program behavior. CFI enforcement is ... 
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Security is emerging as an important concern in embedded system design. The security of embedded 
systems is often compromised due to vulnerabilities in "trusted" software that they execute. Security attacks 
exploit these vulnerabilities to trigger unintended ... 
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In today's digital world, computer security issues have become increasingly important. In particular, 
researchers have proposed designs for secure processors that utilize hardware-based memory encryption 
and integrity verification to protect the privacy ... 
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Security-critical communications devices must be evaluated to the highest possible standards before they 
can be deployed. This process includes tracing potential information flow through the device's electronic 
circuitry, for each of the device's operating ... 
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In today's digital world, computer security issues have become Increasingly Important. In particular, 
researchers have proposed designs for secure processors which utilize hardware- based mem- ory encryption 
and integrity verification to protect the privacy ... 
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Current software attacks often build on exploits that subvert machine-code execution. The enforcement of a 
basic safety property, Control-Flow Integrity (CFI), can prevent such attacks from arbitrarily controlling 
program behavior. CFI enforcement is ... 
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Control- Flow Integrity (CFI) is a property that guarantees program control flow cannot be subverted by a 
malicious adversary, even if the adversary has complete control of data memory. We have shown in prior 
work how CFI can be enforced by using inlined ... 
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It has been recognized for some time that software alone does not provide an adequate foundation for 
building a high-assurance trusted platform. The emergence of industry-standard trusted computing 
technologies promises a revolution in this respect by ... 
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This paper describes a novel engine, called PE-ICE (Parallelized Encryption and Integrity Checking Engine), 
enabling to guarantee confidentiality and integrity of data exchanged between a SoC (System on Chip) and 
its external memory. The PE-ICE approach ... 
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Secure processor architecture enables tamper-proof protec- tion on software that addresses many dificult 
security prob- lems such as reverse-engineering prevention, trusted com- puting, secure mobile agents by 
providing a secure com put- ing environment ... 
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